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Automobile

     Studies have shown that the largest amount of explosives able to be loaded into an automobile (from a compact to a full sized sedan) is between 500 to 1,000 pounds. Depending on where the main charge is located, officers may never recognize the fact that a LVBIED exists until it functions. Some of the indicators are obvious.

     If officers observe an auto that is riding low on the springs or resting low in the rear then they should investigate. Five hundred pounds lying in the trunk of a compact car will lower the back end of this car quite noticeably.  The larger the vehicle the less noticeable it will become.  In addition, explosive charges can also be concealed within the panels of the vehicle, distributing the weight around the rear end.

     Large boxes, satchels, bags, or any type of container in plain view should be considered suspicious as well. This would include items in the back seat (if one in fact exists) or front passenger compartments.

     Though not found historically in the United States, the time and power unit (TPU), or “brains” of the device is sometimes found in the front of the vehicle. The main charge, usually out of sight, is found in the rear of the vehicle.

     Some indicators of a possible TPU would include boxes, containers or other similar items on, under or near the front seat in the driver’s area of the vehicle. Wires or rope-like material coming from the front of the vehicle then traversing back to the rear passenger area or disappearing into the trunk area should be viewed with alarm.

     Both recent LVBIEDs in the United States (World Trade Center, 1993 and Oklahoma City, 1995) have functioned by means of a non-electric firing system. In other words, a suspect has lit a fuse and either walked or driven away. The fuse has burned down after a matter of minutes and the bomb detonates. Time fuse, when burning, puts forth an acrid smoke. A person walking near a vehicle in which a large amount (lengthy) of time or hobby fuse could expect to smell the smoke. It is also possible that because the smoke from burning time fuse would be contained in a vehicle, the officer would actually be able to see smoke leaking from inside the vehicle’s passenger compartments or trunk. The officer, upon seeing something as described above, may have mere seconds to react.

     Most high explosives do not emit any kind of recognizable odor. However, the explosives used at both the World Trade Center and Oklahoma City LVBIEDs used, as a main charge, fertilizer based product. One particular fertilizer, Ammonium Nitrate , must be treated with a hydrocarbon (fuel) to function as an explosive. Given that, it is possible that the presence of large enough amounts of this type of material together with a  hydrocarbon such as diesel fuel, gasoline or nitromethane could emit a fuel-like odor from a suspected vehicle. However, this may not be the case with some newer model autos due to the fact that some of these auto seem almost air-sealed. Another fertilizer based explosive, Urea Nitrate, is an explosive in and of itself  and requires no hydrocarbon.

     The officer should attempt to remove from the area as many people as possible using whatever means necessary. A 500 - 1,000 pound car bomb will generally obliterate anything, living or otherwise, within 100 -125 feet of the seat of the explosion. The farther away people are from the seat of the explosion, the better off they are. Humans are able to survive blasts this large if they are at least that far away and/or under hard cover, i.e. behind buildings, hunkered down behind cars. The key is to try to have something between the person and the device.

     A suspected electrically initiated device should negate the use of hand-held radios during evacuation operations.

Vans/Trucks

     The same indicators that apply to autos apply to vans and trucks as well.  However, there is one major difference. Some vans and most trucks (small box, box van, water or fuel truck or tractor trailer) are DESIGNED to carry huge amounts of weight. A Ryder/U-Haul type moving truck could have as much as 10,000 - 20,000 pounds of explosives ( nearly three times the size of the Oklahoma City bomb) and still look like it was empty from the outside. Barring any of the aforementioned indicators, one observation must be made in attempt to determine the treat of an unattended truck (or for that matter any vehicle); LOCATION. Where is it located? Is what it is adjacent to a potential target?

     The Irish Republican Army (IRA) likes to park LVBIEDS in front of certain targets and put the emergency flashers on. This gives the impression that the driver is away from the truck for only a short time and will be back soon. A secondary reason for the flashing lights on the IRA vehicles is to facilitate the location of the device by security forces when placed in highly populated areas to allow for an evacuation of the immediate area. After longer delay times with earlier devices that were not clearly identified resulted in some very near misses with the large vehicle bomb almost being overlooked, the IRA offered less warning, but clearer location of the device. Of course, the IRA, for a variety of reasons, historically has sought to give warnings to the police after placing their truck/car bombs. However, it should be noted that the current threat from Usama bin Laden and his Al-Qaida Organization does not lend itself to the same agreement.

     Potential targets include the obvious such US government buildings, state and local government buildings, international airports, large gatherings at stadiums, transportation facilities (bus and train stations),etc. Other not so obvious but similarly attractive targets include freeway interchanges, hospitals, oil and gas refineries, schools and communication facilities.

     An 18-wheel tractor-trailer could conceivably hold up to 60,000 pounds of explosives. A detonation of this type would be utterly devastating. It is possible that anything standing within 600 feet of this event would be leveled.

Suicide Bombers

     A suicidal bomber brings a singularly difficult threat for officers to deal with. A person who either innocently or deliberately ignores police orders to stop, go around or turn around at a checkpoint does not necessarily rise to the level of a suicide truck bomber. Unfortunately, not much can be done to recognize such a person inasmuch as by the time he/she is determined to be such a terrorist, it is already too late. The officer is merely advised to seek cover and put something sturdy between him/her and the LVBIED in question. An officer would also be wise to consult his/her department’s policies and procedures and determine if this scenario would rise to the level wherein the use of deadly force would be in order. 

     As previously mentioned, the current primary concern for the public safety community when it comes to LVBIEDs is the Al-Qaida Organization, which has used suicide attackers several times, including the Kenya and Tanzania attacks, the USS Cole and the recent attacks on the World Trade Center and the Pentagon. The potential use of a suicide bomber must be considered likely in an Al-Qaida connected attack. The primary form of defense for a suicide bomber is security measures. For example, a critical facility can have off-site shipping and receiving where all deliveries are made and then transshipped to the main facility. This allows for easier identification of suspicious trucks in the vicinity of a potential target. Perimeter security should be capable of stopping a loaded vehicle moving at moderate to high speed and may include earth-filled planters, berms, poles or other security measures. 

Evacuation Distances

When evacuating citizens from the area of a suspected vehicle bomb, care should be made not to evacuate people to an area where there are windows in close proximity. Just because, a person is in what appears to be a safe area, does not mean that it is so. At the instant of a large vehicle explosion, a devastating blast wave emanates from the seat of the explosion in all directions. This shock wave finds the path of least resistance and dissipates as it moves away from the seat. The wave bounces off buildings until it finds this path of dissipation. As is bounces off buildings, it also breaks glass. There is also a negative phase to this wave. There exists a “sucking” effect where the air blown away at the instant of detonation creates a vacuum and the same air rushes back in to the seat of the blast. This negative wave can actually suck windows out of buildings instead of blowing them in. If time is of the essence, then personnel should be directed to seek shelter behind hard cover (this includes behind or inside buildings and with some unavoidable risk) away from windows and exterior walls. If time is not a concern, then consult the below recommended evacuation distances:

Compact car                         1500 feet

Full sized car                        1750 feet

Van                                        2750 feet

Box van                                 3750 feet                                    

Fuel truck                             6500 feet

Tractor trailer                      7000 feet

Conclusion

     Officers should realize that there is a huge difference between a “bomb in a car” and a “car bomb”. A “bomb in a car” will generally contain a small to moderate amount of explosives and said explosives will be contained in something such as a pipe bomb or a briefcase. In the case of a “car/truck bomb”, the car or truck IS the bomb.  

     Officers are advised to use common sense and if possible make pertinent observations regarding what they think might be suspicious. Make all attempts to locate the owner or driver of the suspected vehicle.  Stick with your first instinct. Do not second-guess yourself. Do not blow (no pun intended) it off. Do not be embarrassed to ask for some expert help. 
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